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What are virtual networking labs used for?

Learning... Testing... Simulating...

...the basics & beyond ...automation tools ...proof of concepts

57

...failure scenarios ...lab exercises
...a new network OS

...configuration changes ...full network designs
...new protocols

...interoperability ...your production network
...new concepts

...network migrations ...changes in your network
...at school & university

...vendor claims ...your future network

...for the next cert exam
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Containerlab
First Class support for containerized Network OSes

/I Containerlab provides a simple framework to create and manage container-based networking
labs with arbitrary meshed topologies.

With multi-vendorsupport, integration with VM based routers, scaled topology generation and

lab catalog, Containerlab delivers a unique Lab-as-Code experience.

3 And it runs anywhere where Docker is installed!
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Containerlab
The development story so far

Declarative @ @ Community BOOK /IZFO—l_

Open-Source
Installations Contributors

@ Container
Open @ = @ based
CONTAINER!ab 35_|_ /IO_|_

Light 6 Fast Supported NOSes added

NOSes in last 12mo
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Containerlab node types: What does Containerlab support?
Containerized Network OSes

. Sourced by the vendor NO<IA NO<IA

. Fast to spin up SR Linux SR OS (SR-SIM)

. Small footprint

. Shareability and versioning

. Easier to emulate on non-x86 JUNIREL NN m
cRPD cEOS XRd

IOL
. Current trend: moving away AV KEYSIGHT

i |
from VMs to containers! cVX IXIA-C

and others...
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Containerlab node types
Regular container images

. Any container image can be
used in topologies

. Leveraging existing
Docker ecosystem!

. Open-source routing daemons
. Clients & traffic generators

. Hundreds of network-focused
software

. Telemetry, logging stacks
. DCIM & IPAM

. Flow collectors

. Peering management
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docker network

- Traditional Network OS
packaged as a VM

- Integrated with Containerlab via
vrnetlab® open-source project . Nokia SR OS (vSIM)

Juniper vMX, vJunosRouter, EVO

Arista VEOS

Cisco XRv9k, c8000v, NX-0S, vIOS
Fortinet Fortigate

IPInfusion OcNOS

Palo Alto PAN-OS

Linux, FreeBSD, OpenWRT, other (N)Oses
...and many more!

* using the github.com/hellt/vrnetlab fork



https://github.com/hellt/vrnetlab
https://github.com/hellt/vrnetlab

Getting started with
Containerlab




Installation
In a few seconds

Installation options: L& ] -

https://containerlab.dev/install/ &

o0
$ curl -sL https://containerlab.dev/setup | sudo -E bash -s "all” wdocker

$ containerlab version

.
|0
Il < 10 ] \_/

I
|1 10)
I
I o/

| _
1/
|
I

(|
\__re

|
I
|
\loooClZh AL\

version: 0.70. lab
commit: 3828f87c
date: 2025-09-24T710:04:317
source: https://github.com/srl-labs/containerlab
rel. notes: https://containerlab.dev/rn/0.70.1/#0701

12 © 2025 Nokia


https://containerlab.dev/install/
https://containerlab.dev/rn/0.70.1/#0701

Container Images

Where do | get one?

l

SR Linux

v

Available freely on GitHub:

ghcr.io/nokia/srlinux

l

Containerized software

A\ 4

From public container registries:
e.g. Docker Hub, GHCR, Quay, etc

v
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Container image «

l

Other containerized NOSes

v

get container image & import

v

VM-based NOSes

A 4

get disk image

A 4

Re-package with vrnetlab




Topology file
Writing your own topology

name: my-lab

topology:
nodes: :
12517910 oot — .
kind: nokia_srlinux esssssseesseed :

image: ghcr.io/nokia/srlinux:2§.7

I ) I topology definition file
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Node definition container.
Container name will be the node name.

Read more

Kinds define the flavour of the node, it says if the node
is a specific containerized Network OS or something
else.

Read more

Image specifies container image to use for this node.

Read more


https://containerlab.dev/manual/topo-def-file/
https://containerlab.dev/manual/nodes/
https://containerlab.dev/manual/kinds/kinds/
https://containerlab.dev/manual/nodes/#image

Topology File

Logical view

demol.clab.yml

name: demo-frr-srl

topology:
nodes:

free srl frr
kind: linux

image: quay.io/frrouting/frr:10.2.3 ethernet-1/1
srl: eth

kind: nokia_srlinux
image: ghcr.io/nokia/srlinux:24.10

Links connect node interfaces together.
LA R R AR RN RRERNRRERNRERNRNENRRENNNNERNNRNERSEHSHS] YOU can generally uSe NOS_Style interface names,

links: : they get automatically translated to Linux interfaces.
- endpoints: ["srl:ethernet-1/1", "frr:ethl"] Read more
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https://containerlab.dev/manual/network/#point-to-point-links

$ containerlab deploy -t demol.clab.yml

- ° " ‘1++——"*"1T/— "
| Name | Kind/Image | state | IPv4/6 Address

LT T

| clab-demol-srl | nokia_srlinux | running | 172.20.20.3
| 3fff:172:20:20::15

| | gher.io/nokia/srlinux:24.10 |

B B B

| clab-demol-frr | linux
quay.io/frrouting/frr:10.2.3

ssh

| running | 172.20.20.2 |
3fff:172:20:20::14

Welcome to the srlinux CLI.
Type 'help' (and press <ENTER>) if you need
any help using this.

--{ running }--[ 1-
A:srl#

docker exec -it vtysh

Hello, this is FRRouting (version 10.2.3_git).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

frrg




o with Containerlab...

a GUI




SSH: kookaburra.birb.network] 8

3-stage-without-eda.clabyaml X

RUNNING LABS

Thanks to Florian Schwarz,
Containerlab got a full GUI... ‘
..directly in your code editor!

ethernet-1/4.40
ernet-1/
gway-28

qway-2807

' Ava i | a b | e i n th e VS CO d e j::: ‘:::: s e * remote cluster and container host capture (0.10.7): packetflix — leaf1: e1-1
Extension Marketplace = 1B QesEFTOEE AQAME

2 8-+
F f . . 3 | Destination | Protacol | Lengt| Infa
u eatu re COVe ra ge O r | I | OSt v 515.222844. .. feB@ Bel:fff:fef. TCP 38183 - 179 [ACK] Sed
. . . . J 43 g 515.2740001.. 1Bel:fff:fef.. feB80::18d5:ff:feff. BFD Control i : No Diagnnstic,
s s 515.2860331.. 18d! feff.. fe80::18el:fff:fef. BFD Control i : No Diagnnstic,
Containerlab functionalities : 3
I 515.3419042.. ;- fe8o: 8d5:ff: feff. TCP
4 516.0322027.. - fe80@::18d5:ff: feff. BFD Control Diagnostic,
516.0671692.. 18d! fe80::18el:fff:fef. BFD Control Diagnostic,
| O r S O Ca y a n re I I I O e y 516.8125611. feB@::18el:fff:fef.. feB80::18d5:ff:feff. BFD Control Diagnostic,

Diagnostic,
Control : No Diagnostic,
UNDEPLOYED LOCAL LABS

- Topology viewer AND editor! L SO RO di i
. EdgeShark integration for  mar '
live packet captures T e e o T e 0

BFD Control Diagnostic, fi
BFD Control Diagnostic,
Internet Protocol Version 6, Src: feB::lBel:fff:fefi
> Transmission Control Protocol, Src Port: 179, Dst Poi
Border Gateway Protocol — KEEPALIVE Message
© FEEFFRFFFAFFFFFEFFFAFrFffrrfrefr 0060 ff
19
: KEEPALIVE Message (4)

1

5 SSH: kookaburra.birb. network

® B packetfinj remote cluster and container hos...10.7): ve capturs in progress  Packets: 1647 Profile: Dfault




Antimony: A modern, web-based (Container)lab manager

C3 admi 1

A BSc thesis project by
Kian Gribi and Tom Stromer at
Ostschweizer Fachhochschule

. Designed for management of
university network labs

- Drag & Drop topology editor
. Full node access via web terminals

. Automatic lab creation & deletion
via scheduled triggers

- Built-in user management
(instructor & student roles)

Antimony project website
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Interacting with Containerlab...

..through an AP




Containerlab API Server: Containerlab-as-a-Service!

[ ] B vista@kookaburra: ~

vista@kookaburra:~$ curl -H "Authorization: Bearer $CLAB_TOKEN" http://localhost:28080/api/vi1/labs 2>/dev/null | jg
{

Run a network CI/CD pipeline
against a Containerlab API server,
like any other REST service!

Brand-new (released in 2025 May)
Same capabilities as CLI tool
RBAC and multitenancy-enabled
Logfile streaming

Tweak running labs:
Run commands in containers
Create VXLAN tunnels on the fly
Manage link impairments

SSH Proxying for remote access

Containerlab API Server GitHub repo
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Containerlab API + CI/CD pipelines = (almost a) Digital Twin

interface ethernet-1/1 { 0 Open pu|| request

subinterface 0 {
family ipv4 {
address {

v

Cl/CD pipeline starts
Deploy lab with config

POST /api/vl/labs/archive

Run tests
POST /api/vl/labs/<name>/exec

Config Syntax 0K

Config Validated

) Connectivity Test
Review Route Table Test

Get diff & results

<
<

Service Test

y
(o)

Merge & deploy

LY | |
% ALl Tests 0K S 5 Cleanup lab
DELETE /api/vl/labs/<name>
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Labs built for the community...

é Nokia EVPN Interop

O srl-labs/srl-sros-telemetry-lab

25 © 2025 Nokia

é Multivendor EVPN

dlient-1
192.168.10.11
00.¢1:ab 600001

192.168.10.12
00:1:ab:00.00.02

mgmt net

o srl-labs/opergroup-lab
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https://github.com/srl-labs/srl-sros-telemetry-lab
https://github.com/srl-labs/srl-sros-telemetry-lab
https://github.com/srl-labs/srl-sros-telemetry-lab
https://github.com/srl-labs/srl-sros-telemetry-lab
https://github.com/srl-labs/srl-sros-telemetry-lab
https://github.com/srl-labs/srl-sros-telemetry-lab
https://github.com/srl-labs/srl-sros-telemetry-lab
https://github.com/srl-labs/srl-sros-telemetry-lab
https://github.com/srl-labs/srl-sros-telemetry-lab
https://github.com/srl-labs/opergroup-lab
https://github.com/srl-labs/opergroup-lab
https://github.com/srl-labs/opergroup-lab
https://github.com/srl-labs/opergroup-lab
https://github.com/srl-labs/opergroup-lab
https://github.com/srl-labs/opergroup-lab
https://github.com/srl-labs/nokia-evpn-lab
https://github.com/srl-labs/nokia-evpn-lab
https://github.com/srl-labs/nokia-evpn-lab
https://github.com/srl-labs/nokia-evpn-lab
https://github.com/srl-labs/nokia-evpn-lab
https://github.com/srl-labs/nokia-evpn-lab
https://github.com/srl-labs/nokia-evpn-lab
https://github.com/srl-labs/nokia-evpn-lab
https://github.com/srl-labs/nokia-evpn-lab
https://github.com/srl-labs/nokia-evpn-lab
https://github.com/srl-labs/nokia-evpn-lab
https://github.com/srl-labs/nokia-evpn-lab
https://github.com/srl-labs/nokia-evpn-lab
https://github.com/srl-labs/nokia-evpn-lab
https://github.com/srl-labs/nokia-evpn-lab
https://github.com/srl-labs/nokia-evpn-lab

And by the community!

A

Andrew Ohanian’s
full CCIE SPv5.1 labs

A NetBox + NRX + Containerlab

O srl-labs/netbox-nrx-clab

O andrewohanian/ccie-spv5.1-labs

A sFlow-RT telemetry lab

xxxxxx

spinez

O sflow-rt/containerlab

26
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0SS routing interop labs
w/ FRR, BIRD, Holo

7 ]
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O holo-routing/containerlab-topologies



https://github.com/sflow-rt/containerlab
https://github.com/sflow-rt/containerlab
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Make your labs easily discoverable

Each repo represents a runnable topology:

with configs & topology included

Publish your lab and others will see it:
show off your expertise!

Contribute back to the community:
It's a group effort!

O Explore

Explore  Topics Trending  Collections

# clab-topo

Here are 20 public repositories matching this topic...

Language: All v Sort: Most stars v

B srl-labs / srl-telemetry-lab

<> Code (® Issues 1% Pull requests

a +- 0 ne$

GitHub Sponsors

% Star

Improve this page

Add a description, image, and links to
the clab-topo topic page so that
developers can more easily learn
about it

Starred 110 -

Curate this topic >

Add this topic to your repo

Interactive Streaming Telemetry lab with Nokia SR Linux nodes forming a

Clos topology

clab-topo

Updated on Nov 19, 2023 Shell

B srl-labs [ nokia-segment-
routing-lab

<> Code () Issues % Pull requests

A lab to demonstrate Flex-Algo use case

clab-topo

Updated on May 24, 2023 JavaScript

To associate your repository with the
clab-topo topic, visit your repo's
landing page and select "manage
topics."

Learn more >

About

Interactive Streaming Telemetry lab with

Nokia SR Linux nodes forming a Clos
topology

clab-topo




Containerlab Docs

[ ETEET]

< ] 2% containerlab.dev & 3 & Incognito Relaunch to update :

[ stash [ Nokia O k8s 3 All Bookmarks

a

containerlab

Home

Installation

Quick start

Kinds

User manual >

Command reference >

Lab examples >

Release notes >

Community
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Containerlab Discord

containerlab

£} containerlab ) general & A Search

e IPvé addr : fe80::9c92:9cff:fed7:846¢/64 (link-layer, unknown)
=5 Browse Channels clab team — 5
Macvlan mgmt net 3 Messages »

Might be possible, it's just that | personally never tried it an... 4d ago

Text Channels ~ started a thread: Macvlan mgmt net. See all threads. 0s/05

'! announcements @MJ

8 June 2025

A\ Members

fa hel
a nelp ® @Ankit Hi All, Has anyone tried to access the containers running on the host from external network. Can anyo... (\

B general Pawel 08/06/2025, 18:34 v
Hey, -“’J clab deploy -t discord.clab.ym!
- de | am using Teleport to access Containerlab from outside networks
contributors — 9
¢ June 2025

srlinux m

Pawel 09/06/2025, 13:55 ]
juniper Hey guys, ‘ b |

vJunos-Switch FPC not booting is it possible to use predefined startup config and license for Fortigate Firewalls?

cisco
monerol071 o 25, 16:0° @
b ]

sros | have predefined mgmt subnet but always error when trying to assign the first IP address xx.x1to a
device. How to avoid this ? "mgmt:

network: custom-net
gnmic ipvd-subnet: 172.25.11.0/24"" (eqrtea) o
frr . - s 1o i

cumulus 2

clabernetes “ You can set the ipv4|6-gw as well in the topology configuration
However, you might need to manually create a bridge (and reference it under mgmt) and assign the ﬁ
Voice Channels - gateway IP yourself
) General &1 ® @

Online — 259

™ . r--3
s vista 9, &« oO@® om OJ $netwOrkn00b

wdl g ©2bdeploy -t discord clabym
o .~
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Thank you for your attention!

RO < IA Containerlab Docs

Containerlab Discord
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