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ABSTRACT

We present our experience with QUIC, an encrypted, multiplexed,
and low-latency transport protocol designed from the ground up to
improve transport performance for HTTPS traffic and to enable rapid
deployment and continued evolution of transport mechanisms. QUIC
has been globally deployed at Google on thousands of servers and
is used to serve traffic to a range of clients including a widely-used
web browser (Chrome) and a popular mobile video streaming app
(YouTube). We estimate that 7% of Internet traffic is now QUIC. We
describe our motivations for developing a new transport, the princi-
ples that guided our design, the Internet-scale process that we used
to perform iterative experiments on QUIC, performance improve-
ments seen by our various services, and our experience deploying
QUIC globally. We also share lessons about transport design and the
Internet ecosystem that we learned from our deployment.

CCS CONCEPTS

* Networks — Network protocol design, Transport protocols;
Cross-layer protocols;
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Figure 1: QUIC in the traditional HTTPS stack.

TCP (Figure 1). We developed QUIC as a user-space transport with
UDP as a substrate. Building QUIC in user-space facilitated its
deployment as part of various applications and enabled iterative
changes to occur at application update timescales. The use of UDP
allows QUIC packets to traverse middleboxes. QUIC is an encrypted
transport: packets are authenticated and encrypted, preventing mod-
ification and limiting ossification of the protocol by middleboxes.
QUIC uses a cryptographic handshake that minimizes handshake
latency for most connections by using known server credentials on
repeat connections and by removing redundant handshake-overhead
at multiple layers in the network stack. QUIC eliminates head-of-line
blocking delays by using a lightweight data-structuring abstraction,
streams, which are multiplexed within a single connection so that
loss of a single packet blocks only streams with data in that packet.

On the server-side, our experience comes from deploying QUIC
at Google’s front-end servers, which collectively handle billions of
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https://blog.chromium.org/2013/06/experimenting-with-quic.html

1. QUIC (Quick UDP Internet Connections) mechanizmus

» Torténet:

draft-hamilton-quic-transport-protocol

e 2013.jun. Google,,, Experimenting with QUIC”
e 2014. aug. Net-Dey, Field Trial
e 2016. jul. Draft Hamilton QUIC Transport Protocol
e 2016. nov. Draft IETF QUIC Transport

* 2017. aug. Google, SIGCOMM el6adas

e 2018. apr. Draft IETF QUIC Spin Exp.

e 2021. maj. IETF RFC9000: ,QUIC: A UDP-Based Multiplexed and Secure Transport”

e 2022. mar. IETF RFC9221: , An Unreliable Datagram Extension to QUIC”
* 2023. maj. IETF RFC9369:,QUIC Version 2”

draft-ietf-quic-transport

draft-ietf-quic-spin-exp

rfc9000
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https://blog.chromium.org/2013/06/experimenting-with-quic.html
https://www.rfc-editor.org/info/rfc9000
https://www.rfc-editor.org/info/rfc9221
https://www.rfc-editor.org/info/rfc9369

1. QUIC (Quick UDP Internet Connections) mechanizmus didhéjban

» Osszehasonlitas: TCP, UDP QUIC

Szempont

TCP

UDP

QUIC

Réteg a TCP/IP modellben

Transzport

Transzport

Transzport

Hely a TCP/IP modellben

IPv4 vagy IPv6 felett

IPv4 vagy IPv6 felett

UDP felett

Kapcsolat tipus

Kapcsolatorientalt

Kapcsolat nélkili/datagram

Kapcsolatorientalt

Stream-ek kozott: nem kotott

Kézbesitési sorrend Kotott Nem kotott o
Stream-en belil: kotott
, L _ Van (elveszett szegmens , Van (elveszett csomag
Kézbesitési garancia S, Nincs R
Ujraklildése) Ujraktldése)
Handshake mechanizmus | Nem-kriptografikus Nincs Kriptografikus kézfogas
Titkositas Nincs Nincs Van
Szallitottadat azonositas Nincs Nincs Stream ID-k
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1. QUIC (Quick UDP Internet Connections) mechanizmus didhéjban

» Protokoll stack: IP, TLS, QUIC, HTTP

HTTP semantics
//eaa’e;/;/o)%es/on B //eaa’eg/o;%eﬂ/on Server push
HTTP/1.1 HTTP/2 HTTP/3
Prioritization Prioritization
Pipelining Stream multjplexing Stream multjplexing

Authentication Key negotiation

TLS

Authentication  Key negotiation

TLS

Session resumption /0-RTT

Session resumption / 0-RTT

Enaryption/decryption Encryption/decryption

(onnectiopmigration

(ongestion Reliability Congestion
control control
Connection oriented

Connection oriented
UDP

Port numbers Port numbers

IPv4 /|Pv6

Reliabilty

N
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1. QUIC (Quick UDP Internet Connections) mechanizmus diohéjban

» Kapcsolat felépités: TCP vs. QUIC

Client Server Client Server
....... SYN
T, . .. Client Hello
‘ii:" evhsACKlI /. .\l @ TTTTtteeeeee. >
e < s s se A | Server.lj.e.‘!,
....... ACK 4------."'"":"""""""
"""""""""""""""""" - ....Client Finished
_______ Data il
B 00 |l T e 3
_.Client Hello -
NEL8 | 2 TTTeeeeesena.. N =
3
Server Hell @
--------------------------------- v
Client Finished

N

. DEBRECENI
N" EGYETEM



1. QUIC (Quick UDP Internet Connections) mechanizmus diohéjban

» Kapcsolat felépités sikeres/sikertelen esetekben: QUIC

Client Server Client Server Client Server

In Co
chOate CHLO Complete CHLO - mplete CHLO
EnCrypted nC"}’Dted reque

REJ

m
NCrypteqy request EncWP‘ed res = Plete CHLo

d

Initial 1-RTT Handshake Successful 0-RTT Handshake Rejected 0-RTT Handshake

N
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1. QUIC (Quick UDP Internet Connections) mechanizmus didohéjban

Network Anatomy of QUIC

» Csomag szerkezete: QUIC

il

UDP Datagram

Header: ! UDP Header ! QUIC Packet | QUIC Packet ! QUIC Packet |

* Long (kapcsolat felépitéshez) hJ % ‘

° Short (adatétVItelheZ) I Source Port l Destination Port l l I
Frame: adatoktordelve tobb keretben QUG Header | Frame | Frame2 | ... | FrameN]

J (
. 7 7 Vé . 7 7 [

Stream: egylra nyu Vagy ketlranyu adathIVam I | ' Spin Bit I | Key Phrase | | Destination Connection ID | Packet Number l

* 1 session:tobb flggetlen stream

| Type I Stream ID I Offset I I Stream Data |

Connection ID: Source CID, Destination CID
CID mérete valtozo: 0, ..., 255 bajt
QUIC kapcsolat csomagok: eltéré CID értékek lehetnek atvitel kozben

Csomag ID: 62 bit, harom térben: initial + handshake + application data

DEBRECEN' 4 INFORMATIKAI Galz.: QuICalapu szallitasi réteg-mechanizmus forgalmi tulajdonsagai
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1. QUIC (Quick UDP Internet Connections) mechanizmus diohéjban

» Csomag Header valtozatok felépitése: QUIC

Long Header Short Header
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1. QUIC (Quick UDP Internet Connections) mechanizmus diohéjban

» Stream tipusok: QUIC

N

Nz\

* Stream: keretek sorozata

e Tipusok: egyiranyu, kétiranyu

endpoint
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1. QUIC (Quick UDP Internet Connections) mechanizmus didohéjban

» Titkositas: TLS és QUIC

e Bels6 titkositasi mechanizmus TLS v1.3 szerint
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1. QUIC (Quick UDP Internet Connections) mechanizmus didohéjban

» Tartalom titkositas: TCP vs. QUIC

@ Encrypted
N—"
Src Port || Dest Port | Seq No ACK No Flags Windows Options Payload

UDP @ ppen) @ encrypted)
Src Port || Dest Port Flags Seliliza sl Packet No Payload

ID

N
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» Mérési scenario:

QUIC tipus: Picoguic —

(Linux és Windows, de ACK

minimalisimplementaciod)
|EEE EEE
802.3u 802.3u
qi/j

L4 SEGMENT, . L4 SEGMENT;,, Client

Kliensrél 10 MB-os fajl
feltoltése szerverre

Fliggetlen paraméterek:
MTU, SSize, Bw

Meért értékek:
keretméret, beérkezési id6

Elemzett mennyiség:
beérkezési id6koz (1AT)
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2. QUIC forgalom mérések és teljesitmény tapasztalasok

» Az IAT idokozok klaszterez6dése, (MTU, Bw, SSize) = (1500 B, 46 %, 7 kB):

CLI TX: IAT Clusters SER RX: IAT Clusters
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2. QUIC forgalom mérések és teljesitmény tapasztalasok

» Az IAT idokozok klaszterez6dése (MTU, Bw) = (1500 B, 46 %): kardinalitas, kiugrok

IAT Cluster Cardinalities of CLI TX and SER RX Outliers Ratio of IAT Clusters
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107 102k @ * *
® ) ®
o o o = oy
> kg
= & ® X * A ' gl N
€ * 4 * ;3 ? * ¥ ¥ % e E
© ® * @ ® ® @ * x ® Q e o'l o)
S 10°F S J
= o o o oK g % 2
< o 2 o g R 0.4 5 107 E
A . -5 T B 5
— i é Q i % § » &-a * Q % 5 ®) ssnfiieccs @] TH
®: @ MO e @ @ |0 s 00 EEEUSESsee e e e s e T G L e R e R R S SR
o o g § " g B 2 % e 8 8 6 e 104k #-- SER RX
10 R S
* ®
| 1 | ? = 1 2 C | | | | | |
0 10 20 30 40 50 60 0 10 20 30 40 50 60
Segment Size [kB] Segment Size [kB]

DEBRECEN' G4l Z.: QUIC alapu szallitasi réteg-mechanizmus forgalmi tulajdonsagai
EGYETEM ) HUNOG




2. QUIC forgalom mérések és teljesitmény tapasztalasok

» Performancia jellemz6k (2024): QUIC

QUIC is not Quick Enough over Fast Internet
w@ ton,, @ Openlisoesd
Authors: ﬁ_ Xumiao Zhang, Shuowei Jin, YiHe, Ahmad Hassan, Z. Morley Mao, Fena Qian. Zhi-Li sthe,net _
\ﬂ\e‘“e‘

- —_— . 8 -0
Zhang  Authors Info & Claims

lllll -0
verizon’ ¢l
WWW '24: Proceedings of the ACM Web Conference 2024 « Pages 2713 - 2722 « hitps://doi.org/10.1145/3589334.3645323 —

----- -0

Published: 13 May 2024 Publication History M) Check for updates
-®- cURL-HTTP/2 o
80 ~&- cURL-QUIC s 8ol
52 - quic_client-QUI =
S 607 60
(g} T
wn n
= D
> 40 > 40
o o
®) @)
20 r 20 r -® Chrome-HTTP/2 A
=%~ Chrome-QUIC
! | L | L 1 L | L 1 O s 1 L | L 1 L | H 1
OO 200 400 600 800 1000 0 200 400 600 800 1000
Available Bandwidth (Mbps) Available Bandwidth (Mbps)
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2. QUIC forgalom mérések és teljesitmény tapasztalasok

» Performancia jellemz6k (2024): QUIC

1000 11—t 1000 1 g !
= -®- cURL-HTTP/2 = -® Chrome-HTTP/2
8 800 - cURL-QUIC 8 googlL - Chrome-QUIC
= o =
= quic_client-QUIC - =
- 2% 8. i
2 600 i 2 600
3 3
S 400} s T : £ 400t
= v g -
£ 200 .4 : £ 2001
< ¥ 4 <

0 o - L | L | L | L | L | O 2 ' | L | ' | L 1 f 1
0 200 400 600 800 1000 0 200 400 600 800 1000
Available Bandwidth (Mbps) Available Bandwidth (Mbps)
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o H/3 Adoption Grows Rapidly

HTTP Version @ v1.1 @v2.0 @v3.0

Percentage
» Szolgaltatok:
* Google 60%
* Youtube
 Uber
 Whatsapp o

* Facebook, Messenger
* Stb. (egyre tobben)

20%

2 B yo© W y© B

Date
Datasource: Internet Society
Mozilla Pulse

N
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» 1. Wireshark capture: QUIC, HTTP/3

- [m]
w3 @ & & [
| |,ws.co\.protoco| == |ﬂ ']+
No. Time Delta Source Destination Protocol Length Info
478 1.8@8736 2.000066 2001:738:3000:24c0:.. 2a00:1450:400d:806:.. QUIC 1292 Initial, DCID=3379fdla2c92d538, PKN: 1, CRYPTO |
471 1.8@8816 8.000880 2001:735:3000:24c0:.. 2a80:1450:400d:806:.. QUIC 1292 Initial, DCID=3379fdla2c92d538, PKN: 2, CRYPTO
472 1.888835 8.800019 2601:738:3000:24c0:.. 2a60:1450:406d: 36 QuIC 1292 Initial, DCID=3379fd1a2c92d538, PKN: 3, PADDING, CRYPTO, PADDING, PING, CRYPTO, PING, PING, CRYPTO, CRYPTO, PADDING, CRYPTO, PADDING, PING, PING, PADDING
473 1.888969 0.000134 2001:738:3000:24c0:.. 2300:1450:400d: 36 QuIC 139 @-RTT, DCID=3379fd1a2c92d538
589 1.813735 0.000210 2200:1450:4P6d:806:.. 2001:733:3000: 24C QuIC 1292 Initial, SCID=f379fd1a2c92d538, PKN: 1, ACK, PADDING
598 1.813895 0.000160 2200:1450:406d:506:.. 2001:733:3000:24C QUIC 1292 Initial, SCID=f379fd1a2c92d538, PKN: 2, ACK, PADDING
592 1.815846 8.000142 2001:738:3000:24c0:.. 2300:1450:4008d:806:.. QUIC 1292 Initial, DCID=f379fd1a2c92d538, PKN: 6, PADDING, PING, PADDING
768 1.826355 8.8870825 2200:1458:408d: 80 2881:738:3800:24c QUIC 1292 Initial, SCID=f379fd1a2c92d538, PKN: 3, ACK, PADDING
> Frame 764: 369 bytes on wire (2952 bits), 369 bytes captured (2952 bits) on interface \Device\NPF_{B9E7@B@9-8531-47F7-A9EF-388F797F6113}, id @ 84 7c 16 d2 3c 9b 3@ e4 db 27 8d 3T 86 dd 63 @@ |--<-@ -"-2:+h
> Ethernet II, Src: Cisco_27:8d:3f (3@:ed4:db:27:8d:3f), Dst: MicroStarINT_d2:3c:9b (@4:7c:16:d2:3c:9b) 82 @2 @1 3b 11 38 2a @@ 14 S0 40 od @3 @6 @0 o ;8% PR
> Intecpget Protocol Version 6, Src: 2a@@:1458:48@d:886::208a, Dst: 2081:738:3808:24c@:a586:d745:d916: 866b g? 22 32 ?: ;: :Z ;i’ :; 2; 33 ;? g: i‘:; Ez :: gg - 893
% am Protocol, Src Port: 443, Dst Port: 59287 2946 02 2@ 91 @8 83 T3 79 fd 1a 2c 92 d5 38 48 =@ 16 Yoo ‘8@ .
@058 @5 ac 43 d@ 96 fb 19 fa 2 c@ 5f e4 23 d9 0 91 saCeacos J0_ o Eas
ctien information @068 6a @3 4d c9 ce 25 98 58 5d 6c 34 f1 7d @a 59 bc  JeMe-%-X ]1d-}-v.
Length: 241] 2078 9d 1f 31 ad 65 3d ba 87 ab 15 16 9e 43 32 ab aa  --l-e='+ -+ C2::
l... .... = Header Form: Long Header (1) 2088 2b 64 eb 85 bl 67 7b a3 71 a8 e3 21 57 cf €9 5d  +d---g{- q--!uW--]
vlee wew. = Fiwed Bit: True 8898 5c 88 4e 41 3b 63 4a 60 1c d3 33 e9 47 6a 73 B2 \-NA;€I® --:-Gjs-
..1@ .... = Packet Type: Handshake (2) B8a® b5 a7 19 ac 1c 8b 74 8d 34 ee b6 bb 37 23 ac ef . AT
Version: 1 (Px20000801) 20be @d 5a 9d Bl 2e 68 9c d3 62 d7 B4 31 85 2d 44 28 =il=
Destination Connection 10 Length: @ 88ce@ 21 6b 68 b2 c4 50 af 42 7c 58 c4 48 6d cd 23 al
@8de bc @2 a2 cB b3 48 85 bd d3 a6 2a 63 4d a@ le bb
Source Connection ID Length: 3 @eed 8b 4c 68 aa cl 75 d1 db 54 1b ds 1c 22 18 d1 cf
Source Connection TD: f379fd1a2c92d538 8afe 1b 64 cd 42 a6 23 7d 83 ab bd 8d €2 e2 3d el Ge
Length: 224 @188 9a d2 96 54 66 a3 b9 c7 82 cf 4c b2 8b 88 86 d7
v [Expert Info (Warning/Decryption): Failed to create decryption context: Secrets are not available] @118 55 f1 86 df ba 6f 32 e3 51 69 9 82 d4 45 c@ 26
[Failed to create decryption context: Secrets are not available] 2128 28 85 38 f1 b3 8e al @3 1f ab 1a 54 d@ of 82 48
[Severity level: Warning] 21 b7 dc af 39 9d 7f b2 4a cl bl 98 48 49 11 fe
oup: Decryption] ad 8e 57 81 61 9c @f 4b 23 da 73 c4 d9 82 29 4c N Wa K #s L
Remain®Ng Payload [..]: 1685ac43dBO6Fbl9Fac2cASTes23d9e0916a034dcOce2598585d6¢34F17d0a50bcad131adE53dbas7abl51694332aban2bs4eb@Sb1677ba371a8e 32157 cFcI5dScB84e413b634a601d 223d 65 af 1c 32 1349 a2 67.de 7280 27220 el grord
f7 8 81 1d 5c @2 43 42 38 e7 61 3c 91 1a 51 df WCB 8-a< Q
QUIC IETF 43 c
[Packet gEngth: 66]
@ ort Header
B... .... = Header Form: Short Header (@)
.1.. .... = Fixed Bit: True
.@. .... = Spin Bit: False
v~ [Expert Info (Warning/Decryption): Failed to create decryption context: Secrets are not available]
[Failed to create decryption context: Secrets are not available]
[severity level: Warning]
[Group: Decryption]
Remaining Payload: 21b7dcaf399d7fb24aclbl98484911feadse5781619c@f4b23da73c4d982294c223da5at1c321349a267de7280c2722bT7f8811d5c8243423827613c911a51df43
O 4 QUIC IETF (quic), 241 byte(s) Packets: 1732 . Displayed: 105 (6.1%) - Dropped: 0 (0.0%) Profile: Default
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» 2. Chrome waterfall: QUIC,

HTTP3

4,

QUIC demo

v B (203) Olympiad Mathematics |~ X +

< (&) 25 youtube.com/watch?v=uNB1IfQaokY

@ Maps @ YouTube @& News M Gmai

= ©Vouluhe ™

(6]

ik [0  Elements Console  Sources

ols is now available in Hungarian! | Al

Nety

¢s match Chrome’s language

& Performance  Memory

@ @ Y Q  [OPreservelog [0 Disable cache Mo throttling ¥ T3
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4. QUIC demo

» 3. Web szerver tesztelés: QUIC, HTTP3
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QUIC

Koszonom a figyelmet!

gal.zoltan@inf.unideb.hu

K6szonetnyilvanitas: Ezt a munkdt a Debreceni Egyetem QoS-HPC-loT Laboratdrium tamogatta.
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