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One Architecture. Double the Protection. Half the Cost.
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. Carrier Market Leading Solutions

&

use Radware’s Attack Mitigation Solutions
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o’ Carrier & Service Provider Challenges

59% of enterprise customers said DDOS attacks are becoming harder to stop
Multi-vector attacks have increased 41% YoY

Shift from volumetric to application attacks

Large increase in encrypted attacks

High profile public attacks targeting carriers & service providers
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The Pillars of Attack Mitigation
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. Attack Mitigation Pillars
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“2°% Robust Data Collection 66'0

Radware Virtual & Physical
Appliances L3-4-7 Collection

©

o0
NetFlow . radware \
3rd Party
Radware Flow Detection Devices
Collector (NetFlow, SIEM, ...)

C

SDN Enabled Devices
OpenFlow / Open Daylight

Multi-source collection ensuring
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.o Attack Mitigation Pillars
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««° How Can You Protect From Something You Don’t See?

Source IP-agnostic detection

Encapsulated attacks
Encrypted SSL-based attacks

DNS and reflection attacks

OpenFlow-based Detection

Application Attacks

Network Attacks Network Attacks

Application Attacks

Radware can protect against
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“°°¢ Radware Detection Elements

eal-time attack mitigation d tv - ck eb Application Firewal AF
providing laye multi-at etection e providing full coverage of OWASP
YMmMmana | control ‘ijj tnreats
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++° Behavior-Based vs. Rate-Based Detection

Rate-Based Detection Behavior-Based Detection

__________________________________________ A
Yy ol @

To prevent service-level impact of legit traffic
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“.s° Beyond Primitive Source IP Blocking 9

3y

Smart traffic blocking based on Real-Time Signature incorporating
comparing to primitive source IP address blocking
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" Shortest Time to Mitigate via Synchronized Operation %

Non-Synchronized Operation Synchronized Operation
Attack Attack Attack -~ Attack
Detection Mitigation Detection Mitigation
g ~ g
A /O — % — /O — — %
Signature is synched to

Signature regenerated Mitigation Device
from scratch by
Mitigation Device

Radware synchronized operation = mitigation engagement
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«° Dedicated Hardware to Fight Attacks %

10 Million
PPS Attack traffic
does not impact
Attack legitimate traffic

Traffic

Device handles SOGbI-DS
attack traffic on apacity
the expense of N
legiti Legitimate
egitimate .
i Traffic
traffic!
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+° Real-Time Signature Generation vs. Manual

Manual Signature Generation Real-Time Signature Generation
30 18
MINUTES '

SECONDS O

| | =1
A\ AT

Manual signature creation can take up to
Radware Real-Time Signature is generated in
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«° Complete & Automatic Attack Lifecycle Management

Attack New service
termination provisioning
radware .
DefenseFlow
9o
Traffic Automatic
diversion mitigation
activation
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Radware Protection In-Action
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+o° Deployment Architectures

Inline Perimeter
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.+ Inline Perimeter Infrastructure Protection

Cloud Perimeter Scrubbing Customers

®* Optimal level of protection, providing immediate detection and mitigation of Layer 2-7 attacks
* Permits a scalable customer offering - leveraging the same device for infrastructure protection
* Simple - does not require any diversion of traffic or changes to the network
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+o° Deployment Architectures

Scrubbing Center
(NetFlow-based Protection)
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* Use Case 1 — 3 Party NetFlow-Based Attack Detection

Cloud Carrier Scrubbing Center Corporate LAN

| 1

1

Telemetry A e Visign i

! o " :

3 Party NetFlow- basec!\) 4

0—O |

Attack Detector

' FIow based telemetry used to detect network layer attacks from peering edges while
lhlgh capacity Mltlgatlon Center is used to protect infrastructure
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.+ Use Case 2: NetFlow-Based Attack Detection

Cloud Carrier Scrubbing Center Corporate LAN

Collector

‘ ) 1
1

A 1

DeFé"ﬁ“i”aeF\uw Vision [

:!- ' D

NetFlow Stats ';-’ _ i
1

1

| FIow.based telemfetry.used to d.etect. r.1etV\./ork layer a-ttacks from Radware Behavioral Technology delivers the fastest
| peering edges while high capacity Mitigation Center is used to time to mitigation and mitigation accuracy in Out-
‘ proﬁtect infrastrugzurg i Of-Path Infrastructure Protection
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+o° Deployment Architectures

Hybrid Attack Mitigation
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«° Network-Based Hybrid Attack Mitigation

Internet Service Provider Network Customer

E Signaling Traffic E

Unprotected Customer

e 0-
DefensePro

Unprotected Customer

Alteon SSL Accelerator

(optional) e_

* Deeper level protections enable real-time protection for the fully array of both network and application attacks
* Signaling to cloud-based scrubbing for volumetric attacks
* Best long-term return on investment and supports over subscription of network based components
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.° Network-Based Hybrid Attack Mitigation

Internet Service Provider Network Customer

________________________ =0 ©-

Signaling Traffic

1
1
|
? i I I Unprotected Customer
) - :
|
1

- - €N -
DefensePro AppWall \

/ Unprotected Customer
Alteon SSL Accelerator
(optional) e_

Unprotected Client Traffic

g
8

* Immediate mitigation of application and network attacks DC Applications protected by advanced Web applications
* Widest security coverage |n||.ne detfectlor.'n WIth signaling to activate protectfed by adva.nced
higher tier mitigation when necessary web tier protection

* Signaling to Tier 1 for volumetric attacks

-
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+o° Deployment Architectures

Top-of-Rack
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°**¢ Top-of-Rack (TOR)

Internet Service Provider Network Customer

E - 4

Signaling Traffic
Deriigiroy Unprotected Customer

iz Signaling Traffic

e.

Unprotected Customer

e (+)

DefensePro AppWall

Unprotected Client Traffic

*  radware

Alteon SSL Accelerator

(optional)
Dedicated hardware and resources per customer DC Applications protected by advanced Web applications
. . . : s inline detection with signaling to activat
with full integration to Tier 1 mitigation I O e Prote e
higher tier mitigation when necessary web tier protection
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+o° Deployment Architectures

Peak Protection

00006
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++" Radware Cloud DDoS Peak Protection Service

Internet Radware Cloud Protected Objects

coee
®0
oce

&-—’e @—»
v =
Massive Volumetric Attack
‘ > 50Gbps _ . I

Attack Mitigation Device

Service Provider Network

On demand infrastructure protection from very large DDoS attacks (>50Gbps).
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o Attack Mitigation Pillars
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